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The information in this presentation is
provided as a resource to assist
governmental entities and does not
constitute legal advice. Governmental
entities should consult with their legal
counsel regarding this information.




LEARNING OBJECTIVES
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Identify your duties in code

Execute lawful record sharing w/
Governmental entities

Comply with GDPA restrictions and
reporting

Differentiate between DSAs and
MOUSs

Manage Contractor and Vendor
compliance



GRAMA
Definition

A record includes any documentary material
regardless of its physical form or characteristics
that Is:
e prepared, owned, received, or retained by
a governmental entity; and
e reproducible by mechanical or electronic
means.

«* A record includes electronic data.

Utah Code 63G-2-103



https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S103.html?v=C63G-2-S103_2025110620251206

Sharing with Other
Governmental Entities

e The sharing provisions in GRAMA describe
when records may be shared with another
governmental entity.

e The sharing provisions specify:

o what records can be shared;
o why records may be shared; and
o how records may be shared.

Utah Code 63G-2-206



https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S206.html?v=C63G-2-S206_2019051420190514

Required Sharing

The sharing provisions in
GRAMA also describe when
records must be shared.

Other state or tfederal statutes
or rules may authorize or limit
the disclosure or sharing of
government records.

63G-2-107 & 63G-2-206



https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S107.html?v=C63G-2-S107_2024050120240501
https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S206.html?v=C63G-2-S206_2019051420190514

GDPA Restrictions

A governmental entity may:

e only share personal data If
permitted by law; and

e not sell personal data unless
expressly required by law.

63A-19-401(3)



https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.4.html

Reporting
Requirements

PRIVACY PROGRAM REPORT

2 XN The annual Privacy Program
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63A-19-401.3



https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.4.html
https://privacy.utah.gov/wp-content/uploads/Privacy-Program-Report-1.1.pdf
https://privacy.utah.gov/wp-content/uploads/Privacy-Program-Report-1.1.pdf
https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.4.html

Notice to Recelving Entity

When sharing a record the
originating entity must notify the
receiving entity of:
e how the records are classified;
and
e any restrictions on access.

A receiving entity Is subject
to the same restrictions as
the originating entity.

63G-2-206(5)



https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S206.html?v=C63G-2-S206_2019051420190514
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NOTICE FOR SHARING RECORDS

TEMPLATE

Utah Office of
Data Privacy

DISCLAIMER

This template is provided by the Utah Office of Data Privacy (ODP) as a resource to assist governmental entities.
This template is intended to serve as general guidance and a foundational structure only. Governmental entities
are responsible for reviewing, customizing, and adapting this template to ensure compliance with applicable
laws, regulations, policies, and organizational needs.

The ODP makes no representations or warranties, express or implied, regarding the legal sufficiency or suitability
of this template for any specific purpose. By using this template, governmental entities acknowledge and agree
that the ODP is not liable for the use or modification of this template. This template is not legal advice and is not
a substitute for consultation with legal counsel. Entities should consult with their own legal counsel before

finalizing or executing a document based on this template.


https://privacy.utah.gov/wp-content/uploads/Notice-for-Sharing-Records-1.1.pdf
https://privacy.utah.gov/wp-content/uploads/Notice-for-Sharing-Records-1.1.pdf

L iMmitations on Disclosure

A receiving entity may not provide a
shared record In response to a records

request.
The request must be denied and

the receiving entity must send the
requester back to the originating
entity.

63G-2-204(2)



https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S204.html?v=C63G-2-S204_2023050320230503

Written Assurances

When sharing certain records the receiving entity must
provide written assurance that the:
e records are necessary to the performance of their
duties and functions;
e records will be used for a similar purpose; and
e use of the record produces a public benefit.

63G-2-206(2)



https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S206.html?v=C63G-2-S206_2019051420190514
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WRITTEN ASSURANCE
TEMPLATE

Utah Office of
Data Privacy

DISCLAIMER

This template is provided by the Utah Office of Data Privacy (ODP) as a resource to assist governmental entities.
Thisz template i intended to serve ag general guidance amd a foundational structure only, Governmental entities
ire responsible for reviewing, customizing, and adapting this template to ensure compliance with applicable
laws, repulal OIS, [EOLC S, NG OrysiniEAR1an= naeecls

The ODF makes no representalions or warranbies, express or implied, regarding e legal sulhiciency or suatabality
ot this template for any specific purpose. By using this template, povernmental entities acknowledge and agree
that the ODP is not liable tor the use or modification of this template. This template is not begal advice and is not
a substitute for consultation with legal counsel. Entities should consult with their own legal counsel fore

fimalizing or executing a document based on this template


https://privacy.utah.gov/wp-content/uploads/Written-Assurance-Template-1.1.pdf
https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S206.html

DATA SHARING AGREEMENT (DSA)

When sharing electronic records or data the originating entity and receiving
entity should enter into a DSA that describes:

01 who can access the records

02 how the records may be used

03 how the records must be secured; and

04

the responsiblitlies of each party



DATA SHARING AGREEMENT
TEMPLATE

®| Utah Office of
Data Privacy

DISCLAIMER
s Cemyplal 1quitifal



https://privacy.utah.gov/wp-content/uploads/Data-Sharing-Agreement-Template-1.1-1.pdf
https://privacy.utah.gov/wp-content/uploads/Data-Sharing-Agreement-Template-1.1-1.pdf

A MOU relates to the
provision of services.

\

VS

A DSA relates to
sharing records.




SHARING RECORDS WITH CONTRACTORS

A governmental entity may share records with a contractor if the records are:

01 required to perform the contract;

O 2 only used to pertform the contract;

03 not disclosed further; and
o 4 not used for advertising.

63G-2-206



https://le.utah.gov/xcode/Title63G/Chapter2/63G-2-S206.html

Who is a Contractor?

Any person who:
e has entered into a contract with a
governmental entity; and
e processes personal data on behalf of the
governmental entity.

This includes a contractor's employees,
agents, or subcontractors.

A vendor Is a contractor

63A-19-101



https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S101.html?v=C63A-19-S101_2025032720250507
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Requirements for Contractors

A contractor who processes personal data on behalf of a
governmental entity must comply with the requirements
IN the GDPA the same as the governmental entity.

e A contract entered into or renewed after 7/1/27 must
INnclude these specific terms and conditions.



https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.html?v=C63A-19-S401_2025032720250507
https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.html?v=C63A-19-S401_2025032720250507
https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.html?v=C63A-19-S401_2025032720250507
https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.html?v=C63A-19-S401_2025032720250507
https://le.utah.gov/xcode/Title63A/Chapter19/63A-19-S401.html?v=C63A-19-S401_2025032720250507
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DATA PRIVACY TERMS
AND CONDITIONS

TEMPLATE

Utah Office of
Data Privacy

DISCLAIMER

This template is provided by the Utah Office of Data Privacy (ODP) as a resource to assist governmental entities.

at this template for any specific purpose. By using this template, governmental entitics acknowledee and agree
that the ODP 15 not hable tor the use or moditication of this template. This template 15 not eal dvice and 15 not
a substitute for consultation with legal counsel. Entities should consult with their own legal counsel before

fimalizing or executing & document based on this template


https://privacy.utah.gov/wp-content/uploads/Data-Privacy-Terms-Conditions-1.1.pdf
https://privacy.utah.gov/wp-content/uploads/Data-Privacy-Terms-Conditions-1.1.pdf

Technology Terms and Conditions
for State Agencies

ATTACHMENT B: STATE OF UTAH STANDARD INFORMATION TECHNOLOGY TERMS AND CONDITIONS

This I15s for a contract of information technology products and services and must be accompanied by the State of Litah
Standard Terms and Conditions for Goods and Services as Attachment A. In addition to the definitions In this
Attachment B, the definitions in Attachment A apply to this attachment. If a term i15 defined in both Attachment A and

Attachment B, the definition in Attachment B will govern. All policies referenced by number in this Attachment B are
available at https:/dis.utah.govipolicies. Other policies are available upon request.



https://purchasing.utah.gov/purchasing/forms/
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Summary

The Governmental Records Access and Management Act (GRAMA) not only describes how government records are classified but also how those records
may be disclosed or shared. There are other state and federal laws that may apply to the sharing of government records.

Templates

Data Sharing Agreement - Download DOCX

Data Privacy Terms & Conditions - Download DOCX

Authority

Utah Code §6 63A-19-40) €, 63G-2:202, 63A-19-401.4 € and 63G:2:206 2

Utah Code §63G-2-206(1), (2), and (2) provide three separate legal bases for sharing records with other governmental entities.

Legal Basis for Sharing Records for Research Purposes
Utah Code § 63G-2-202(8) provides requirements and restrictions for disclosing private or controlled records for research. Entities must analyze the
governing law for appropriate applicability, as numerous code sections specifically address data disclosure for research.

UtahiD Sign In

Authority

Utah Code §5 63A-19-401 ¢, 63G-2-206, 5Utah Code §5 63A-19-401.4 & and 63G-2-202 &

Microtraining

Templates
Data Sharing Agreement Download

Data Privacy Terms & Conditions Download

privacy.utah.gov


https://privacy.utah.gov/

Stay Connected

Data Privacy

Join our mailing list
Recelve updates, resources, and upcoming

training opportunities.

Share Your Stories
If your team has implemented a strong privacy

practice, we'd love to highlight it.
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